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(-UMMARY) Stealth technology and anti-radar missiles (ARM) are two 98

ne'.: measures directed adainst radars, and,'in future wars, they will

be serious threats to military radars. Because of this, in the area

of systems aimed against radars, it is necessary to add the two items

of stealth technology and anti-ARM. This article, -.s concerns the

technologies of stealth aircraft and anti-' 2, makes a comprehensive

discussion with iLaportant attention paid to their basic principles,

their technological capabilities, and the directions of their

development.

I. BACKGROUND

The threat of electronic interference to military radars has been

known to everyone from early on (1). However, radars, in the wars of

the future, will also face two very serious threats; that is,

Stealth technology and anti-radar missiles (ARM). Stealth technology

and electronic interference or counte•,neasuret (ECCM) are similar in

that they are used to cause the radar to be confused and blinded

through "soft" anti-radar techniques. At the same time, the two of

them cause even greater effects. In addition, then, the ARM are the

"hard" counteracting measures for smashing the radars. They also are

employed along with such measures as bombers and similar

air-to-ground attack systems.

As concerns Stealth technology and ARM research, such nations as

the US and the USSR had already begun it in the 1950's. In the

1960's, the US, in the J-2 reconnaissnance planes and the P2V-7's, had

already begun to make use of layers of wave absorbing paint to reduce

radar back scattering and reflection. At the same time, in the

invasion of Vietnam,, there were many occurrences of the use of the

first generation ARM -- the Blackbird. In the early 19i0's, Stealth

technology underwenT a sudden development seeing the appearance and

introduction of a series of Stealth equipped B-IB bombers and other

Stealth cruaise missiles and tiny Stealth-type unmanned vehicles.



It is estimated that, by the end of the 1980's, the US will have 10%
of its military aircraft making use of Stealth technology. In the US,
the ARM has already been developed into its third generation - the

HARM type, which attacks as its targets not only tracking type
fire-control radars, but also, search type warning radars and air

traffic control radars.
As far as the Stealth technology of aircraft is concerned, inside

China, there already exist some relatively good articles making

overall discussions of it (2). Stealth technology should include all

measures for reducing the characteristics that make it possible to

detect aircraft. However, the main emphasis is placed on radar wave

return and infrared radiations. Here, we simplify Stealth technology

to include aspects that help aircraft defeat radar:

1. The External Form Technology of Reducing the Radar Scattering
Cross Section (R0C)

This includes: (1) the changing of reflections in a backward

directicn to non-backward reflections by the use of such shapes as

sharp "needle" noses, delta wings, inverted "V" type tail fins, and

slanted or S shaped engine intake ports (2) the elimination of

exterior 3h(acs that •roduce mirror surface reflections and angular 99
reflector effects, such as, the blending of fuselage and wings, arc

shaped wings, the use of slanted-typ. double vertical fins to replace
vertical rudders (3) the reduction, as much as possible, of the

sources of reflection, such as,hidden and semi-hidden type engines,

wing-type aircraft shapes, the removal of externally appended objects,
and such ,Qethods as the using of one component to cover up another

component. From materials outside China and from the results of

domestic simulations and test measurements, one can see that exterior

form technologies are capable of causing quite considerable reductions

in the radar back-scattering surface area of aircraft by 10dB or more.

Fig. 1-3 show several types of exterior forms for aircraft which

lower reflection.
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K Fig. I A Conceptual Design of the ATB Stealth Bomber

Fig. 2 A Conceptual Representation of the Boeing ATF Design

Fig. 3 A Conceptual Representation of the Exterior Form of an

* ~Are-Sha.ped Winrg Stealth Aircraft



.I I

2. The Addition of Surface Wave Absorbing Paint Layers

As far as the wave absorbing paint layers that conformed to the

surface form of the object in a uniform thickness and were used in the

early period were concerned, they were already able to reach

attenuations of lOdB. However, their frequency band was only 20%.

At the present time, such countries as the US and Japan have

manufactured thin layer ferrite paint layer materials and composite

material paint layers of such substances as ferrites and synthetic
rubber. With these, they have reached attenuations of 20-30dB and

a bandwidth of 5-10 GHz. As concerns another type of paint layer that
is still in the process of initial study and makes use of the elements
Polonium and Curium, it makes use of the radiation of 'e particle
rays to cause the aircraft surface air to ionize forming G layer of

plasma bodies which absorb electromagnetic waves. Then, it is
possible, in an even wider frequency band (1-20 GHz), to get an
attenuation of 10 or more decibels.

3. The Use of Wave Absorbing Materials as Structural Materials
in Aircraft

This includes the taking of wave absorbing materials and wave
transmitting non-metallic materials and forming composite type

structural materials as well as such techniques as the use of

filaments of wave absorbing materials and metals or non-metallic

materials -4o strengthen composite materials formed with resins. These

materials are capable of attenuation functions of 10dB or higher in

the centimeter wave lengths.

Besides this, the use of glass filament strengthened resins and

other such non-conducting, wave transmitting materials in order to

replace the original metallic materials of the aircraft is also
capable of lowering the backscattering of electric waves from the

aircraft and its effects are also approximately !0dB.
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4. The Use of Impedance Loading Technology

On the surface of aircraft, when fissures start and reach the.
cavity body or concentrate as a parameter of impedance, they act as a

load. When thb diffraction field of the aircraft itself and the

loading, impedance produce a radiation field which has a fixed
direction of orientation of the distant field with equal amplitude and

opposite phase, it is capable of achieving close to a zero field of

scattering. Also, in this direction, the scattering cross section of
the aircraft is very greatly reduced. The special point about
impedance loading is that it is very effective when the dimensions of
the aircraft are located in th? region of electromagnetic wave
resonance and at the lower end of the optical region, Moreover, with
this type of wavelength, the general exterior form technologies and
wave absorbing paint layers are not particularly effective.

As concerns the situation regarding the basic operating

principles of ARM and technological development, both inside 'China and
oitside, there have been several comprehensive articles (2,4,5). Here

we only make a simple introduction of them:

1. In general, all ARM's use the waves radiated from the target

radars as thtir tracking and guidance source. From now on, the ARM's

which will be developed will also be capable of using the associated

electroaagnetic radiations and thermal radiations of the radar

stattoas as trac'king and guidance sources ts well.

2. An ARM, in guiding itself to attack a target radar, must go

through the scanning, acquisition, lock-on and tracking of that radar

signatare. Search and acquisition are normally carried out in

coordination with the radar warming system (RWS) of the onboard radar.

Locking on to the target signal is done in order to cause the warhead

not to be influenced by interference from the radiations of other
radars and only track the signal of the target radar already selected.

Normally lock-on is used on target radar signals which appear on

selector circuits or gat-- circuits having the same amplitudes for

carrier frequencies and gate frequencies. The warhead, during the

launch preparation phase, is guided first to lock-on the target

signal. After launch, it continues to track this signal. During

flight, if it loses the target signal, it guides the nose from a

tracking status to revert to a seatroh ,node. This continues until a

new target signal is acquired.after which it goes back to tracking.
5



3, In recent years, control and guidance technology has seen very
great advances. First of all, there was the broadening of the
frequency range covered. The first generation U3 "Blackbird" missile
had to use 13 types of guidance heads in order to be able to cover the

L through K wave ranges. The second generation "Standards" were
reduced to two types. In the third generation "Harm" only one type is

needed. Secondly, there was an inciease in the sensitivity of the

guidance heads. They were not only able to acquire target rtdar
antennas' main sections, but their secondary and back segments as
well. In this wav. it caused the ARM's to be able not only to attack

fire control radars, but also to be able to attack warning guidance
radar, traffic control radar and weather radar. Third is the ability
to make use of micro-mechanical controls; these make it possible to
carry out course presetting of the guidance head which causes the ARM
to posiess an autonomous capability to search for, acquire and attack
targets. Moreover, when there is the appearance of a new threat, it
is only necessary to change to the appropriate software. The "Harm"

has just this sort of guidance head. Fourth is the addition of
inertial basic data systetas (such as in the "Harm" missile) or memory
systelts (such as in the "Standard"1 missile). After an ARM has tracked
a target signal for a period of time during its flight and then is
caused to lose its signal, it is still possible, through the use of
these sytems, to cause it to fly toward the target.

!I. ANTI-STEALTq TECNNOLOGY 100

Radar anti-stealth aircraft technological measures can be divided
into two large catagoriest: (1) as far as counter stealth techniques
are concerned, thee'i cause it to be difficult for the aircraft radar
cross section area to be reduced to the predicted levels. (2) As far
as increasing the search capabilities of radar is concernvd, these
measures make it still possible to detect targets whose RCS has been
reduced du.e to stoalth techniques. When they appear, these two types

of measures are always used in a complementary or combined fashion.
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TYPE NO. I CAUSES IT TO BE DIFFICULT TO CAUSE TR6 RMDAR CR088

SBCTIONI AREA OP AIRCRAPT TO BE RSDUC1JI TO. T41 PROTSCTEV LiEVMS
(i) THE EMPLOMEINT O RIATIV1LY LOW RADAR CARRI.R PRSQUENCIRS

This is a very effecttve a.eagure o'uo:ig those designed to relate to

lowered RCS exterior shape designs in countering stealth techniques.
Such people as D. Noratis of the US Hughes Co. made an analyis of this
method in a report at the 1985 Washington International Radar
Conference (RADAR-85) (6). This paper pointed out that, as concerns
aircraft that have ad1opted low oross section exterior shape designs,
the various oomnponent sections in the nose direction of the craft make

ue of low backward scattering "needle" shapes or angular side forms

(see 'Pg. 1 ). Thir NOS' 's all change according to the frequenoy

inrolveA. n Ti t, optical and resoonanoe regions, the RCS's of needle
ships.s and tha aýsx.-a d wa&engths foni a direct proportion. The

RCS's of angula, silei -And the first degree square of the wavelengths

form a direct proportion. If one takos the 8 wave section (3000 MHz)

and uses thait as the base datum, then, the detection ranse against

these targets in the UH? (5.00 MNz) can be respectively increased by

2.5 times and 1.6 times. If one works it out on this basis, in the
meter wave section (150 MHz) it can be raised even more to 4.5 times

and 2.1 times (see Pig. 4).

I - - - - - -

$am
a•I • - -=

(A) m*I {ClA

Fig. 4 Free Space Distance Factors for Exterior Form Design Targets. *

is the RCO of the Target. .6 is the Conatant Coefficient. n-

is the Power Order Value. (1) Distance Factor (2) Frequency

(MHz) (The 8 wave range or band is taken as the standard.)
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In yet another part of the effects of the meter waves and UHF on

stealth technology - wave absorbing paint layers also have a

counteracting function. At the present time, the effective frequency

bands for the various types of wave absorbing paint layers occupy only

one section of the 1-20 GHa range. In the future, downward expansion

will also have great difficulty in reaching the meter wave wkve band.

This is not only due to the fact that the frequencies of the paint

materials have special characteristics. It is also related to the

thickness required in the paint layer and the wavelengths being

handled. It should be approximately 1/4 to 1/10 the wavelength (7).

It is clear that, in the meter wave band or the UnF wave band, the

thickness of paint layer required reaches several tens of centimeters.

This cannot be accepted by the aircraft. As concerns the wave

absorbant composite materials employed in the stealth aircraft, in the

meter wave band and the UHF wave band, their attenuation effects are

limited by frequency noise characteristics and must be lowered a great

deal.

In the future, looking with a view to anti-stealth problems,

serious attention will be paid to the search radars and particularly

to the long rýange aarning ralars of the 1940's, which made wide use of
the meter wave and UHF bands. Such people as the Frenchman Dorey

Jacques, in 1984, at the Paris International Radar Conference

(ICR-84), brought up a new model of aerial warning radar "AIAS" design

(8). This stressed the use of the meter wave band, and suggested the

use of large types of dispersed array and pulse coupression techniques

in order to solve the resolution of forces problem. The US

Westinghouse Co. and Naval Laboratories cooperated in the test

production of a new type of phase control array warning radar "PSAR"

(9). This also uses the UHP wave band. From Italy, such persons as
A. Farina, at the 'MDR-35 conference, read a paper which gave a

comprehensive description of the development of search radar

technology (10). In it, there was a section which dealt specifically

with a discussion of anti-stealth technology. Here, they also
selected for use the meter wave wave band to act as the first item in
radar anti-stealth technologies.
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As concerns the R? wave banA which is even lower th~n the meter
wave band, it is even more advantageous for anti-stealth technologies.

It makes no difference if one speaks of low RCS exterior forta

designs, wave absorbent paint layers or load impedance; in this wave

band none of the,4 have any significant effects. Moreover, most

aircraft have RCS in this wave band which, as compared to the

microwave wave band, must be raised 1-2 orders of magnitude (11).
However, RP?, at present, is only successfully applied in back
m Ift er _ remote observation radars which make us. of ion reflection.

In the future, the low frequency RIP band will also be made use of in

the form of ground wave propagation in order to explore remotely

observed targets such %s low altitude aircraft and surface ships, etc.
(2) ADOPTING FOR USE DOUBLE (MULTIPLE) BASE RADAR SYSTEMS
In double base radar systems, the distance at which the sending

station and the receiving station are separated from e~oh other is
the D; of the two stations. The size of D, and the distance from
the sending station to the target D, or the distance from the
rqoeiving station to target D, are of the same order of magnitude.
The tensor angle'bDD is, then, the scattering or diffraction angle of

the target (see !ig. 5). If there Kra 2 or even more receiving

stations, this is what is meant by a jaulti-base system.

Pig. 5 Double Base Radar Arrangement Diagram (i) Target (2) Sending

Station (3) Receiving Station

Double (multiple) base system radar, under certain conditions, is
able to comanteract or weiken the effects of stealth techniques for

these reasons:
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(i) Under certain conditions, as concerns low RCS exterior form

design aircraft, the use of double ..ao.e radar observation makes it
possible to obtain relatively large RCS values.

For targets with complex exterior forms, as concerns the RCS
value a,, of double base radar, when the tensor angle P does not
equal 1FO degrees, it is possible, from the "double base principle"

(12) to obtain this: "For a smooth shiny object being hit with very

short wavelength electromagnetic waves from direction k , with a 10i

direction of receipt of #, , the double base RCS which is obtained is

the same as that for a single base RCS sent out and received in

direction f+i, at the same time". The conditions required by this)

such as, "as smooth shiny object" and "a very short wavelength" are

certainly not stringent. It is said that, when 250 Wiz was used in

actual tests carried out against B-47 aircraft, it was still possible

to obtain very acceptable results (12). Because of this, when

rsadiations were directed toward the nose of the aircraft, and received

from directions separated from it by the angle '# , then, the double

base RCS for the aircraft was the same as the single base RCS at an

angle P/2 off the direction of the nose of the aircraft. In the case

of the nor'ual types of aircraft with low scattering exterior shape

designs, th3 single base RCS in the nose direction is the smallest.

When viewed from the side or the top or from a dive perspective, the

ROS is greatly enlarged. As concerns the double base RCS value *.(D)

for these directions, when the angle IP is relatively large, it is

far larger than the low RCS value O.(M). for the nose direction.

When P•leo, , the "double base principle" is not

appropriate to use. At this time, one has already entered the forward

scattering range. The formula for the forward scattering RCS is:

A'

In this formula, A is the geometric cross section area of the
target. When • is smaller than the dimensions of the target, I,

can be very large.
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In actual applications, double base radar must ,aake use of
forward scattering in order to acquire-large RCS's and the

pcssiblitias of this happening are very limited. At tne present time,

for the most part we are still operating with the fact that, on the

basis of the doable base principle, in non-nose directions, it is
possible for the general run of low RCS exterior shape design aircraft
to have reslatively larga RCS values. Because of this, it is possible
for us to postulate that, if we make use, under certain conditions, of
the double base radar principle of RCS increase in order to counter

stealth technology, this should cause the combined angle formed from

the angle of radiation and the angle of receipt, directed toward the

side sirface, bnck surface, or bottom surface of stealth aircraft, as

well as the single base RCS to increase greatly on the given sides.

The bigger the doable baga tensor or extension angle s is the

better.

Thera are many limitations associated with double (multiple)

radar bases all locnted on the ground surface; for eaxuple: (1) it is

very difficult to make 0 > 90 degrees for aircraft at relatively

longe ranges outside tht protected area. (2) There is no way to make

the composite angle direction face the back surface of the

aircraft. Moreover, the exterior forms of stealth aircraft which we

already know about as shown in Pig. 1 all have back surface direction

RCS's which are relatively large. The use of airborne double

(multiple) radar bases mnakes it poasible to overcome limitation No. 2

for low flying aircraft. In the US "Sanctuary" plan which was

successfully tested in 1980 (this had people selected to act as
"sanctuaries" of "refuges") (13), use was made of exactly this sort of

airborne double base radar as the centerpiece. If it was possible to

take the sending station and position it with a synchronous aerial

satellite, then (1) and (2), as limitations, can both be overcome. In

the paper that P.K. Lee of the US read at RADAR-85 (14), he brought up

this type of aerial radar design plan - putting it in a 22,300 mile

high synchronous space satellite with a solar power source. The

atlvantiige of this is that with the aerial transmissions the antenna

section specific-tioris ( S wave band, 65 English foot diameter) and

the t'alisijioi potee (27 kW) Kre both much sm.ller than with a

single base systee:. The rec-0ving sections on the ground or in

atrcraft % r&latively hidden and not easy to jam or interdict. P.K.
11



Lee estiiaqted that this type of radar, in the nid-1990's, would be

wble to enter the test production phase and that one could expect to

gee its introduction after the year 2000.

(ii) In double base observations, the results with wave

absorbing paint layers were relatively low. As an example,Bachman

points out (7) that. in the case of one typ6 of wave absorbent

material, if electric waves were fired at it in a straight-on

direction, their reflections could be attenuated 25dB, but, when they

were fired from a 30 degree angle, they were only attenuated 18dB. At

70 degrees, the attenuation dropped again to 5dB. In double base

observations, the differences were even greater. When .4 approached

180 degrees; that is , when it entered the frontal direction

scattering mode, the RCS for objects with wave absorbent paint layers

almost disappeared.
(iii) Load resistance techniques also only have the effect of

counteracting scattering strength for transmissions in the normal or
frontal range or for s9all angles to the right or left of it. For

other directions, on the contrary, scattering stren6th increases.

Because of this, with the use of double base observation, when the

angle j is relatively large, the converse result can be to obtain a

strengthened RCS.

(3) RADAR STATION NET ORGANIZATION This makes it possible for

sever31l rtdýd-ri to ba able to obserie airoraft froa the side, the back,

or the bottom. This type of counter-stealth technology principle is

the same as the double base syate% in the pravioaii section for

counteracting RCS-reducing exterior form design technologies.

It is worth introdacing here the "radar scoop" hypothesis

introduced by Marshall and others at RADAR-82 (15). They suggest the

use of a type of low-power radar, operated without personnel, and with

a vcrtical, fan-shaped wave bundle. With the use of this system, it

would be possible to carry out detection of targets flying over them

and automatically broadcast the data to a control center. This type

of "radar scoop" or "radar hedge" is appropriate for placement around

protected zones or along national boundaries. Obviously, they do most

of their observation of targets frona the bottom.
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(4) RADAR EX1PLOYMEI.IT OF SIGNALS WITAi ETRE!IARY rARGE BANDWIDTHS

SUCH AS INPULSE SIGNALS

G.M.Hussain, in an article at RADAR-35 (16), analysed and

presented the idea that, against inpulse signals having bandwidths of

0.5GHz - 1OGHz, wave absorbing paint layers cannot be effective. At

the present time, in the matter of how this type of signal should be

applied to radars, we have reached a capability of detecting distant

targets, and are in the laidst of investigations.

TYPE IT. PRESENTIIG A DETECTION CAPABILITY OIN TARGETS WHOSE RCS
HAINS BEEI REDUCED

(1) INCR9AS9 RADAR POWER APERTURE AREAS (PA) This ia a stupid

method. It calls for the commitment of an almost geometrical increase

in resources.

(2) INCREASE THE NUMBER OF PULSES POR THE PRASE PARAMETERS

1HAIDLED ISAR technology is precisely one of taking all the wave

pulses for target movements in a certain section of course track and,

after going through phase coapensation, accum4ulating the phase or

coherency paramet.ers. In the case of search radars, the cost of this
technology is an tncrease in the search time for a given airspace.

(3) THE USE OF MULTIPLE BASE SYSTEMS As concerns the dispersed
placeent of a large nuaber of receiving stations; that is, the use of

"airspace analysis-synthesis" aethods, it allows the multiple point

obs9er¢tLon of targets through a large range of angles. Moreover, it

aakes use of the whole of the received scatteriag anergy in order to

detect the targets.

(4) SELF-ADJUSTING RECEPTION Radar receivers and signal

processing devices must be able to adjust their reception to handle

RCS's of 10 to the minus third square meters or less as stealth

targets. At the sa:ne time, there are also conventional targets of

varying sizes (RCS= 1 to approximately 100 square meters). Because of

this, the receivers and signal processing devices ,aast have a very

large operating range. It is required that the Doppler filier

improvement factor reach 6)dB or even higher. Radar pick up devices

rtust be able to filter out large numbers of stray moving targets with

the same level of target RCS as the stealth targtet-; for exanple,

birds, insects, itlaosphertu phenomena, and so on, and so on (10).

13



(5) ADEQUATE UTILIZATION OF THE POLARIZATION CHARACTERISTICS OF
TARGETS (17) The polarization characteristics of aircraft are

complex: inputed waves of different polarities can cause obvious
changes in the backward-facing RCS. The direction of polarization of

scattered waves is also commonly different from the direction of

polarity of the inputed waves. Stealth aircraft, in terms of exterior

form design, often make use "f forms with angular sides. The 102

backscattering strengths of these are intimately related to whether or

not the polarity of the inputed waves is parallel to the angular

sides. Because of this, the polarity characteristics for stealth

targets cqn often be even more obvious than those for conventional

aircraft. If the output polarities of radars can be changed, it is

possible throaga ý,ato.aatif, adjustment to the polarity characteristics
of the stealth target, to cause the maximum possible strength for

backscatteeing. R-cipt oi -yste.e c(In then take the tWTo types of

polarized returning waves and detect both of them. Moreover, this is
an optimum synthesis, and, because of it, the radar is allowed to

maintain matiua-m detec1tioq strength.

(6) NEW DETECTIOq TECJI4OLOGY IN THE SEARCH FOR WEAK SIGNALS

At the present timie, research has already begun on: (1) polar
detection of targets in instantaneous mode back scattering fields.

Steath technology makes aircraft achieve a low RCS and also gives rise
to very high polar strengths in steady state back scattering fields

and instantaneous T'lell. The p coblein is how to carry out the

detection. (2) Detection of the target backscattering harmonic wave

component (18). Man-made aircraft all have harmonic wave components

of backscattering. These components certainly do not follow the basic

stealth technology redaction of the basic wave RCS and go down at the

same time. Because of this fact, the received harmonic wave
components are also a source of strengthened information to be

pursued.

III. COUNTER ARM TECHNOLOGY

Counter R'4 technological measures can be divided into three

14



classes as shown below.

CLASS I CAUSES ARM AIRBORNE GUIDriCE qBADS TO HIAVE D•FL.CJLTf
INTERCAPTIRG AjN q.RACKCNG TA•IRET SIG4AL RADARS

(1) RADARS MAKE USE OF LOW PROBABILITY INTERCEPT TECHN4OLOGY
(LPI) (19) LPI technology includes:

(1) Quick changes of carrier frequency
(2) Repeated fast changes of frequency
These two items make ARM search and reconnaissance systems

have difficulty ir separating out and distinguishing target radar

signals.
(3) Ultra low auxiliary section antennas. These cause ARM to

have difficulty in interoeptina and tracking radar signals from radar

auxiliary section radiations. The main sections of search radars are
very naProw. This is particularly trup of single phase search (or

frequency scan) three dimensioaal radars. During the rotation of its

-t',i,%a, th' :top o\er titme at each location of a wave sheaf in

space 1,3 var short - only several (even down to I ) pulse period.

Because of this, the space or duty ratio of the radar signals that the

ARM receives from the tain section is extremely small, and it is

almost impossible to track it from the main section signals. However,

the space or duty ratio.4 of the radiation signals from the auxiliary

sections with high "look-up" angles are, then, relatively large. They

eor.•a . vch -d'r tracking tardet for the ARM. Because of this

fact, seaach ral--s in particalar must have ultra low auxiliary

secti.on levels with "look up" angles higher than 45 degrees - lower

than -50dB.

Due to the fact that lowered auxiliary sections is also one of

the basic measures against radar jamming, the ultra low auxiliary

section antenna is already one of the hallmarks of the new radars test

produced in the 1980's. The US 3-D radar AN/TPS-70 and the British

S-723 both have maximta corresponding auxiliary section electrical

levels lower than -40 to -45dB.

(4) Radars make use of large time widths and large bandwidth

signals, and siintl for-ai can chinga. When the ARM system

rconnaissance eqaipment is not able to predict the precise form of

the radar signal, it is only able to make use of a poorly matched

ampl'.tude detection and non-phase parameter accumulation. At these

times, the signal processing advantage of the reconnaissance receiving

system will be reduced ,vw times (19). In this expression, a
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and ?e are, respectively, the radar signal bandwidth and time or

duration width. In addition, the ARM is able to search out th.

distance of this bype of signal, but it will be shortened (S'0'-.

ti'aes.
Two types of close range search radars newly test produced by the

US Hughes Co. make use of the LPI technology described above. One is

the TWS QR (side scan side track - silen' radar) (20). It has a

sharply pointed antenna as well as high speed random electronic

scanning of main sections and extremely low electric levels in the

auxiliary sections. The radiated wave form is a false random noise

modulated continuous wave. In additiofL, there is Flexar (active

self-adjusting radar) (21). It has 1400 types of transmitted wave

forms that can be actively changed.

One can point out, by the way, that lowered radar maximnum

detection distance R, is also an LPI measure. Theoretically,

by the use of ,lany sa-all ,R, radars formed into a net, it is

possible to replace large RAn radars. in actuality, in

consideration of the requirements of the radars and weapons systems as

sets and the requirements of anti-stealth technology, the Ru. of

radars are difficult to force down on the basis of LPI principles.

(2) MAKING USE OP DOUBLE (vIAULTIPLE) BASE RADAR SYSTEMS

At such times, the receiving stations do not present a source.

ARM have no way to attack. And, the transmitting stations are then

able to set up a method of positioning in places which are difficult

to search out or attack.

(3) RADAR TRANSMISSION CONTROL INCLUDES: (1) Intermittent

transmissions or flicker transmissions have longer durations when the

transmissions stop, than the operational periods by several times.

This causes the ARM to have difficulty in maintaining its tracking.

The US ship-mounted "Joestwin" (name unclear) air defense system has
in it the AN/SPY-IA phase control matrix radar which has this type of

operational mode. The AN/MPQ-53 phase control radar in the US

"Patriot" air defense missile system also has this type of anti-ARM

launch control systemi, which causes the radar to send out energy only

when needed and to control the amount of it according to requirements.

(2) Search radars, in certaiq directions, do not transmait or have

several "quiet fan areas". After the 1970's, US and European produced

3-D radars almost all had this type of operational !ole %nd control
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functions. (3) One should immediately shut off the machine; that is,

after discovery and the ARM shoots,one shoul4 immediately stop its

tri aaiL3Ion. Tlvi niew generation of search raQars and fira controi

radars all have this contro± apparatus. The British Plessey Company's

low altitude search radar the "Watchman" also takes this action as an

anti-ARM measure (22). (4) "Snap-shoot" mode. In an air defense

fire power group, only a designated part of the fire control radars

turn on in order to acquire and track targets. The fire control

radars in the rest of the various fire power units receive the target

course parameters sent around from the control center and passively

track targets. As a target enters a unit's effective fire range, it

suddenly turns on and rapidly reacts. This mode of operation can also

be appropriately used in air defense search radar nets. (5) Using

other radiations to replace radar transmitted electric waves. During

perlos i-flCi r.•d;l' tistnisstions are stopped, it is possible to make

a - tastbla light, infrared and jamming signals sent from enemy

aircraft in order to observe and track them. Outside China, the new

generation of fire coqtrol radacs al,aost all have viaible light or

infrared auxiliary tracking systemis; for example, the Swedish 9LV200

system and the US ADATS system, which both have television tracking,

infrared angular measurement, and laser rangefinding capabilities-

The Swiss "Sky Guard" system has television tracking and laser

rangefinding capabilities.

(4) RADAiR 1BILITT As concerns ARM systems searching for target

rvirac-a, it ii :i)iI beforee the coiiaericeiwnt of combat, taking the

electronic intelligence for the friendly area (ELINT) or intelligence

on the disposiitionof enemy radars as supplied by electronic 103

reconnaissance activities for the basic information. On 9 June 1983,

Israel used ARM's to attack Syria's Becca Valley and the guidance

radars for its 19 SA-6 missile battalions. The attacks were entirely

successful. This was due precisely to the fact that beforehand they

went through electronic reconnaissance of the dispositions of

sites,giving them a thorough grasp of the area concerned. Moreover,

the Syrian side never made any movements or changes to th, positions.

As concerns the new generation of radars, they are not only short
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range search radars and fire control radars having extremely high

mobility, with the capability, in a few minutes to a few tens of
minutes of setting up or tearing down. 3ven if one considers such

systems as the US AN/ITPS-59, the British S-713 and 8-723 long range
search radars, all of these are also designed to be capable of setting
up, tearing down, and moving within 1-2 hourv.

(5) RADAR EMPLOYMENT OF THE METER BAND OR UiF WAVE BAND
Due to the fact that the missile bodj diameters of ARM's are very

limited, their guidance heads have no way of installing a large
scale antenna. In order to search and track the target radars, the
aperture of the antenna will generally need to be one wavelength. At
the present time, US and European ARM's have a maximum missile

aperture of 40 centimeters. Because of this, radars handling
frequency bands of I 4Hz or less have difficulties. On the basis of
reports, the missile diameter of the long range ARM's in the Soviet

inventory is a maxima, ot I meter and also has difficulty handling
meter band radars. Due to these facts, from now on, the employment of
the meter baid ii search rdtrs and the use of UHF in tracking radars
is a very possible trend.

TYPE II. JAMMINGT' T1E ARM GUIDA3CS HEAD TRACKING AND CAUSING IT

TO BE UJABG'6 TO SCORE' 0IRCT HITS 0QL THE TARGET RADARS

(1) Placement of Active Anti-ARM "Bait" (23) Previously, we

already discussed the fact that ARM's, before tracking their targets,

first indicate the frequsancy of the target rignal, arriving at its

direction and duration (sometimes this also includes a repetition

freqtieqc() -tni otliec sa;i apacia.l characteristics, and, through gate

circuits, locks on. Anti-ARM bait will take the ARM attacking the

target radar and draw it to itself. These characteristics must be the

same as those of the radars in question. Moreover, at effective

powers (the sum of the transmitted power and the antennas advantage)
they can be higher than the radar auxiliary_ section radiations.

Because of this, the bait or decoys which are emplaced to protect
radars have the follo4td relatLorihilp to the radars they protect.

(I) Not greater than the range of the radar. It is only necessary to

be outside the destructive power of the ARM; for example, 100-300

ineters. Frora the latinch point of the ARivi, (normally more than 10 km

from the target), the angle of separation between the observing radar
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and the bait or decoy is smaller than the target angle discrimination

capability of the ARM guidance head (for example, the T)lackbird is 8

degrees). (2) The decoy frequency and the radar transmission

signal frequency must be very close or the same freqiienoy. This

causes the ARM guidance head to be unable to discriminate between the

frequencies. (3) If the ARM guidance head has signal repeater

frequency selector circuits, then, the decoy radiations will be

synchronous with radar transmission signal repeater frequencies. It

is best if one makes the decoy pulses somewhat in advance of the radar

pulses (for example 0.1 - 0.2 pa ). This makes the ARM guidance

head relatively reliably look on to the decoy pulses. Because of the

other related requirements discussed above, nok-mally, th• decoy

tranemission power is partially fed off to . o'ponent or perhaps the

signal sent In from the radar is amplified and, after that,

transmitted out. At this time, the decoy and radar radiation signals

not only have tha ia', 'i , n,;hrono-aa, but, they also

have the same phase paramete:'s.
(2) EMPLOYMENT OF• RADAR CONNECTING NETS OR PLAC.MENT TUPR RADiv.-S

(24,25) If one wants tn jan radar main section traccing, it is
still necessary to make use of the two modes of radar connecting net

operations above. One type of relatively good netting mode is to let
the radars be emplaced in a dispersed manner. The various radar
frequenoies ari looked oo" ard the transmission pulse durations are

also synchronous. The delay timo from transmission to reception is
capable of being adjusted. This causes these radars, in the search

air space where it is possible for there to be an ARX attack, to have

transmitted signal,3 oith the maximum overlap components. In order to

prevent ,atual intrrference between the radars, the transmitted

signals of the variolis radars are all encoded, and the mutual

influences of the encoded wave forms are very amall. Moreover, the

mutually related jalse voltage characteristics are also relatively

good. As concerns the making of the amplitudes and phases of
overlapping transmission signals continuously change, this is

equivalent to introducing white noise into the guidance heads of ARM.

Therefore, thli c.,,s.e their trackind errors to increase or a

reduction in tracking capabiLity.
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The transtnisiion , uf - -yjm,',e positioning type radars and

the receiving systenea are separated by several hundred meters. This

causes the receiving system not to be threatened by ARM's. The

trananiission ejeteaa are composed of 2 or 3 similar transmitters and

antennas. They are also separated by 200 - 300 meters in their

arrangement. Moreover, they are given the same power, the same

frequenay, looked phase, and synchronous operational modes. This

for-&s a wave sheaf for scanning and tracking targets. ARM's are only

able to track and attack their energy centers. Normally, this is

their geometrical center. Because of this, the missiles will not

destroy anything in the midile of the radars.

(3) USE OF SERVO-SYSTEK INTERRUPTED TRANSKISSION JAMMING OF ARM
The radar interrujpted transmission period is generally of the

same order of magnitude as the ARM servo-system attenuated oscillation,

with a duty ratio of approximately 0.5. This will cause the

servo-systems of the ARM's to be unable to function normally and lose

their capability for guided flight. A simple interupted operational
mode will make the radr functioning drop. Another type of relatively

complicated mode is radar signals in two different wave bands.
InLttally, a freque.' t Sy i$ 18 c.PjL.e i&ued to search and track
tergets. When an ARM is coming in on a raid, only then does one
switch to K second wave band for alternate operations. The ARM locks
on to the original, commonly used signal, and, by the time the switch
takes place can only receive the interupter signal.

TYPE III. TRE DISCOVERY OF ARK TRA.NSMISSIONS
This has already been adopted by many types of radar systems.

For example, the Swiss-produced "Sky Guard" fire control system has a
ratar which inoluaes an AMR warning circuit. Thus, on the basis of
the pecallarlty t'iat the ARM separates from the aircraft carrying it

and •oves rapidly in on the base station at a relatively high angle,
identifies the waves returning from the ARM. It gives the alarm, and,
at the same time, automatically controls the antenna and tracks the
ARM returning waves. At this time, it is then possible to use the
flr-power of the system itself as interdicti.- fire a3,L~tt the ARM.
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Close range search radars with relatively low data rates must

lacediately d'-v:,:-er ARA! 'rpnaieisons and this is diffioult. It ii

esid (26), that the U3 Air F'orce has already taken its AN/TPS-43E 3-D
radar and test produced a special use ARM warning detector. This is a
type of electronic scanning antnanna low power solid-state pulse
Doppler radar. It is low ooot a~nd easy to transport. It is installed

in the vicinity of the TPS-433 with electrical cable connecting the
two. Bach operates in a separate frequency band and is able to
discover ARM's coming in to attack and immediately control the TPO-433
radar and turn it off.

Besides this, it is necessary to point out another matterl that
is, the special characteristic of the technology guiding and
directing the research and analysis of enemy ARM is the basic work of
anti-ARM technology. Such people as J. Barbow, in "ARM Simulation 104
Models" (5), sUmaal it up wvll. "As is shown by recent experiences in
simulating ARM's, it is generally said that it is possible to select
for use a set of ARMI paraiaeters thit will be able to overcome any type
of countermeasures known to us. By the came token, it is also
certainly possible to design a type of countermeasure to overcome any
type of AR!4 known"

IV. BRIE? CONCLUSIONS

Stealth technology and anti-radar missiles will beco.ae the main
threat to military radars. Tiogever, opposing these technologies,
there are, at the same time, nuierous avenues and broad realise of
investigation. Commonly effective countermeasures opposing these two
threats include the use of double (multiple) base systems and
relatively low carrier frequenoies. Some technologies also are used
together with anti-electronic Jamming techniques; for example, low
intercept probability techniques (including ultra low auxiliary"
section antennas, quick changes of frequency rates, active multiple
changes ot encoded signals, and so on), double (multiple) base
systems, extremely weak signal detection and mobile radar
capabilities. Obviously, these technologies are important tnatters
in current radar technology research.
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